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Executive
Summary

Open banking is the adoption of common standards for
collaboration between banks and other players within the
banking eco-system. This paper argues that the widespread
upfake of open banking globally, accelerated by the
Revised Payments Services Directive (PSD2) in Europe,

will lead to new opportunities and challenges for banks.
Expected to come into force by late 2018, PSD2 is
infended to increase competition and innovation within the
European banking industry in order to improve the banking
experience for the end-customer. For this reason, it has
implications well beyond Europe. Accenture has described
PSD2 as an “open banking laboratory” that will be closely
watched by the rest of the banking world.

PSD2 prescribes the opening of account information to
third parties, such as aggregators of customer financial

information across multiple institutions, or payment providers.

In order to protect themselves from the consequent risk of
losing their direct relationship with customers
(disintermediation), banks are likely to respond to the
directive by not merely complying, but by exploiting the
directive to create new business models aimed at creating
new and deeper relationships with customers and at
generating new revenue sfreams. Some banks may become
account aggregators and/or cross-nstitutional payment
providers themselves. Others may choose to become
back-office manufacturers of banking products leaving the
customer relationship to others.

Beyond PSD2, open banking could lead fo the rise of
platform models for banking services where banks act as
market intermediaries connecting cusfomers, manufacturers
and disfributors.

In all cases, open banking and PSD2 will place new
demands on the underlying technology architectures of
incumbent banks such as the need for realtime 24x7
support for open Application Programming Interfaces (APIs)
and messages, performance and scalability to deal with the
higher and less predictable query and transaction volumes
expected, and enhanced security and authentication. Many
European banks are not equipped for this change because
of the limitations of their aging legacy systems. Interestingly,
modern APlbased architectures are beginning to appear in
the industry to address these challenges, brought to market
by both, agile new enfrants and banks that have recently
overhauled their IT landscapes.

Where Europe and PSD2 lead, we expect much of the rest

of the world o follow, and have therefore designed our
solution from a global perspective.
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choose to embrace.
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The Temenos solution architecture enables our clients to not only be
easily compliant with the directive but also to provide the necessary \
support for any of the new business models that our clients might

N,

| Structural Change - Disintermediation of
the Banking Value Chain

Since the 2008 financial crisis, banks have been facing
significant change. The widespread consumption of digital
banking services particularly by technologically savvy, less )
loyal customers, the success of low-cost disintermediation Large banks will fragment as they
services such as comparison websites, and the rise of seek to protect the profitable parts of
agile, consumer-oriented nonraditional players, whether their operations.
fintechs, refailers or technology providers, combined with
the high costs of operation of incumbent banks, is leading
to the removal of end-to-end manufacture and distribution of Antony Jenkins, the former CEO of Barclays

products and services entirely, within a bank.

Figure 1: Disintermediation of the banking value chain

Distribution Manufacturing
Sales & Marketing ) Servicing ) Product Mcncgement) Operations )
Where is the value in the chain? What is the value? What is the risk of creating that value?
Sales & Marketing >> Servicing ) > Product Manogemen)> Operations )
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of obtaining the value? to gain that value?

Core Business Collaborate Outsource Insource

As a result, tradifional full-service banks with vertically integrafed operating models used to doing everything themselves,
are being forced fo re-evaluate the way they do business. Banks are assessing which elements of their value chain truly
add value to the end customer and which do not, how much value is created, what are the associated risks and costs and
what are the opportunity costs of divestment. Accordingly, banks may decide to focus on cerfain processes themselves,
may consider outsourcing and other innovative partnership models for sections of their value chain or may insource certain
business from other banks, leading to the rise of new banking models — utilities servicing other customerfacing institutions
(manufacturers), digital markefplaces offering products to customers from multiple providers (distributors) or infermediaries
connecting distributors to manufacturers (B2B platforms).
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Open banking will funda
banking in the way intern
more than a decade ago
many new ways of distributing banking

products. This will create more choice and
value for customers.

Jarkko Turunen, Nordea’s head of Open b
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Figure 2: Rise of new banking business models
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Open Banking — Common Standards
tor Collaboration

The move from competition to collaboration with other
players in a wider eco-system paves the way for the
adoption of common standards as a means of inferacting
with third parties such as developers, customers and
partners like fintechs, telecoms, refailers or other banks.
Open banking is the resulting global phenomenon of the
disintermediation of the banking value chain. It makes
data, algorithms, fransactions, business processes and
functionality available to other players in the banking eco-
system. Providing the end-customer greater control over
which financial products and services they consume and
from whom, is a fundamental tenet of open banking.

Open banking is as much about the establishment of an
improved [T architecture as it is about structural change
across the banking industry. An APl-based endfo-end
infegrated architecture that enables ease of consumption

of third party banking products and services as well as
ease of provision of own banking services to third parties
will be a key requirement to support the open banking
business models of the future. Gartner defines open banking
architecture as the provision of banking services in the
confext of users through API platforms comprising app stores
and opps.

There is broad consensus in the industry that APls are the
defacto standard to facilitate communication between the
various parties in an open banking eco-system as they are
scalable, reusable and easyto-use. APls provide realtime
access fo open data and secure access fo private data for
third parties, as well as enable third-party developers to
build applications and services around the bank.

There is an increasing expectation in the industry that

in future, banks will not only compete on the financial
services they provide but also on the apps and app stores
they bring to market. Banks are expected to become
platforms for third-party innovation by developers,
innovators, customers and competitors alike by opening

their architecture through the use of APIs.

The technology giants, Amazon, eBay and Facebook

have a long history of providing and offen monetizing
standardized API platforms on which third-parties can build
applications under a well-defined sef of rules. At Amazon,
Jeff Bezos issued his APl mandate to all developer staff as
early as 2002 — he decreed that all service interfaces,
without exception, must be designed from the ground

up to be able to be exposed externally. From a business
perspective, this has given Amazon the agility to enter

new business domains at will. Amazon Markefplace Web
Service [Amazon MWS) is an example of an Open AP that
helps Amazon sellers to programmatically exchange data
on listings, orders and payments with Amazon, so that their
end-customers get a seamless and more responsive buying

experience.

In the same fashion, banks could use external APIs to create
value-added services for customers such as the ability to
make straightthrough car insurance payments directly from
the bank’s portal, providing ex-ante recommendations of

the best products to buy, providing better and cheaper
access to credit because of the banks’ access to third party
fransactional data, or offering multibank personal finance
management and consolidated treasury dashboards to refail

and corporate customers respectively.
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APls can be monetized through various mechanisms — pay
per use, subscription fees fixed for a specific period at

an agreed price, tiered pay-asyou-go or revenue-sharing
leading to the rise of the APl economy. According to
McKinsey', “banks are used to defending their slice of a
$4 billion industry. But they are actually part of a larger
networked digital economy centered on the distribution

of every single customer good and service that will reach
$60 trillion by 2025. Even a small share of this can be
worth much more than their defensible share of the banking
sector.”

APls are not new in banking. APls as a fechnical concept
have existed for a long time both within and outside the
banking industry. APls are nothing but the interfaces that

an application supports and they clearly define how the
application can communicate with other applications.
'Internal” APls are commonly used within a bank to allow
communication between different applications. For example,
APls exposed by a core banking application could be
consumed by the bank's channel solutions. ‘External” APls
are available for third par ty consumers. ‘Open APIs" extend
from the ‘external” APls concept and provide a mechanism
for applications or systems to collaborate with each other
and operate fogether.

In the past few years, banks have starfed exposing APls
for external consumption. Payment processors such as
Paypal, Mastercard and Visa have been running third-
party developer programs since 2009. Credit Agricole
was one of the first fullservice banks to launch the CA
App store in 2012, an online marketplace that crowd-
sources new ideas for banking applications from customers
and allows third-party developers to create new banking
applications in response, through the use of Open APIs.
Today, more than 40 third-party apps are available in the
store. Examples include gamification of savings goals,
location of transactions on a map and healthcare expense
management. ABN Amro is another example of a bank
that has set up Tikki, the first payment app that allows
customers to send payment requests via VWhatsapp using
open APls. More recently, neo-banks all over Europe such
as Fidor, Atom, Monzo and Starling have launched Open
API platforms inviting third-parties fo build value-added
services for their customers.

1. McKinsey Global Banking Annual Review 2016

---------- UK AND GERMANY LEAD THE WAY IN OPEN BANKING IN EURORPE.

1
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In the UK, the Open Banking Working Group, a
consortium of @ high sireet banks, was set up in
2015 by HM Treasury to develop the Open Banking
Standard, a framework to guide how Open Banking
data should be created, securely shared and used by
its owners and those who access it using open APls.
The intention was to develop common technology,
security and data protection standards across the
industry for open data such as current account terms
and conditions or credit data, so as to maximize its
potential value through reuse. Ultimately, the working
group aims to explore how data can be used to
improve the banking experience for end-customers
i.e. how they fransact, save, borrow, lend and invest
their money.

In addition, the UK's Competition and Markets
Authority (CMA) published a report in late 2016
requiring banks to implement open banking by 2018
in order fo accelerate technological change in UK
banking and fo help new entrants compete more
fairly with the larger incumbent banks. The aim is to
improve the banking experience for consumers of
banking services by enabling them to manage and
take control of their accounts with multiple providers
through a single ‘app’ that gives them value-added
services such as alerts and recommendations.

In Germany, the Open Bank Project set up by Simon
Redfern of Tesobe, aims fo create a standard Open
source APl and app store for banks to securely and
rapidly enhance their digital offerings using an
eco-system of third-party applications and services.
They have contributed heavily to the Open Banking
Working Group in the UK and have parinerships

in Africa, Asia and the US. Today, the Open

Bank Project has 15 banking customers including
BNP Paribas, RBS and Societe Generale, 4000
developers and 100 APIs in its catalogue including
access to account, payments, entitlements, KYC
and payments. Pre-integrated into the Temenos core
banking system, Tesobe offers European banks a

PSD2 sandbox.
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Challenges and benefits of open banking

Open banking will require banks to incur additional costs
of vetting third parties and of supporting and maintaining
the open APls they publish. It also poses a significant
compliance challenge fo incumbent banks as exposing
bank data has an associated data access and reputational
risk; banks cannot afford to compromise their traditional role
as custodians of customers’ financial data.

Whilst open banking poses significant challenges for banks,
it is widely expected to benefit the industry as a whole
through accelerated innovation and competition as well as

reduced costs and risks.

Open banking affords banks the opportunity to benefit from
third-party innovation by accessing the latest technology,
skills, methodologies and mindsets of agile third parties like
finfechs and technology companies. Banks can overcome
the constraints of their formal, often inflexible governance
structures and processes and use their partners fo fastrack
the development of their apps and app stores, develop
new value-added products and services and improve

the customer experience on new channels and devices

like wearables. Gariner predicts that this will open up

new revenue streams for banks, confributing up to a 30%

increase in annual banking revenues?.

Open banking is also expected to reduce the costs, speed
and ease of collaboration with third parties by replacing
non-sfandard ways used fo exiract data today such as
screenvscraping, manual downloads or manual entry, or even

expensive bespoke bilateral connections, with open APIs.

Onboarding will be cheaper and frictionless through
digital sign-ups and the costs of switching will reduce as
automated porting of complete account history replaces
manual uploads of select information. In addition, improved
identity verification and authentication standards will enable
better monitoring and defecting services, reducing fraud

across the industry.

While we cannot predict what will happen, we can

be sure that open banking will only take off if it creates
tangible value for the end-customer: greater relevance

and personalization, more transparency on pricing terms
and conditions, greater choice and more convenience. If
customers are fo create their own curated virtual everyday
banking universe that is a portfolio of cherry-picked
offerings from multiple providers of financial services, those
banks that proactively position themselves at the center of
this universe rather than those that find themselves at the

periphery, will be the winners.

2. Gartner Hype Cycle on Open Banking 2016
3. Gartner Hype Cycle on Open Banking 2016

e

- 90%
Gartner estimates a O

reduction in time and cost to market:.

The Revised Payments Services Directive

(PSD2) — a Catalyst tor Open Banking

PSD2 is the catalyst causing a step change in the industry’s perception, understanding and

willingness to embrace open banking. While it is a European directive, it has implications

beyond Europe because of its stated intent to increase competition and innovation in the industry

for the ultimate benefit of the end-customer.

The rest of the world is keeping a watchful eye on
developments in Europe and likely to follow suit once
European banks start fo demonstrate success from their open
banking inifiatives. For example, leading Australian banks
are already taking steps to emulate the approach of
European banks to open APls, despite not being impacted
directly by PSD2. As one said:

In our view, open banking and open
APls are important for us because they
will help to fuel the integration of our
multinational customers operating or
based in Europe.

Even in the US where regulation is not imminent, banks
like JP Morgan, Wells Fargo and Citi have recently
launched Open APl platforms while technology giants like
Apple. Amazon, Google and Paypal have been lobbying
policymakers for greater empowerment to customers and
small businesses to securely access their own accounts via

whatever application or technology they choose.

While banks will be obligated to provide account and
payments information that has always been considered
proprietary by them, and fo facilitate payments from third
parties, third-parties too will face more regulation on data
profection that will boost user confidence in the legitimacy
and reliability of their services. The ultimate aim of PSD2
is fo drive competition and foster innovation by creating

a level playing field for banks and new entrants alike,
enabling easyto-use and secure digital payment services
that benefit consumers.

Figure 3: Key provisions of the Revised Payments Directive
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'I Access to Account
Data (Xs2A)

Account servicing payment service providers [AS PSPs) such as banks and financial institutions must provide account

information to third party providers (TPPs| such as payment initiation service providers (PISPs) or account Information service

providers (AISPs) in a regulated and secure way. This information which includes transaction data, balance data, credit

fransfer initiation, identity verification and sufficient funds check, can only be used with the consent of the custfomer and

only by the third party that has been given consent, and only for the specific purpose consented. Though not part of the
guidelines, industry consensus is that the information will likely need to be provided through APIs.

Figure 4: Who is who in the PSD2 world?

Payments
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% | E-commerce
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(PSD 2)

Account Neo-Banks |
Information !
Service Provider Fintechs |
(AISP)* |
Comparison |

Sites |

Account-Servic-
ing Payments
Service Provider

(ASPSP)

* Aggregators of customers’ payment account information

2 | Strong (2-factor)

authentication

for customers on all channels must be provided by the AS
PSPs, increasing their liability. OAuth 2.0*# is a standard
likely to be used by both banks and third-parties.

3 | Transparency

whereby all payment service providers (AS PSPs as well as
PISPs) must provide defailed information to the payer a priori
or before the transaction, on the terms and conditions of
the proposed transaction so the custfomer is made aware

of the full cost of making the payment. This information
includes the actual or reference exchange rate applicable
for a cross-currency payment, charges with breakdowns and
the expected execution time for the payment.

4| One leg in
and out transactions

where one party is outside the EU/EEA and those in any
currency within the EU/EEA where there is no FX involved
must be supported.

5 | Higher
consumer protection

limiting payer’s liability when an unauthorized transaction
occurs, or when fransactions have been made incorrectly,
must be provided. PSD2 also contains guidelines on
complaints handling.

4. Open standard that provides a simple and secure mechanism for
users to authenticate themselves and fo authorize how their data can be
shared. It allows users to share personal and financial data between
organizations without sharing login credentials. The UK's Competition

and Marketing Authority (CMA) supports OAuth 2.0 as the authorization

framework for ensuring security of dafa exchanged and for non-
repudiation requirements.
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Timelines and execution

13 January 2018 is the deadline for member sfates fo
fransport PSD2 info national law and is considered the go-
live date for PSD2 transparency and one leg fransactions.
The European Banking Authority published the final draft

of authentication and open banking standards for PSD2

on 23rd February 2017 These are expected fo come into
force 18 months from this date i.e. November 2018, by
which time Xs2A, 2factor authentication and consumer
protection would need to be fully implemented. For payment
flows, banks in Europe can leverage SEPA instant payments
infrastructure due to be completed by late 2017 to help
comply with PSD2.

Although the PSD2 Regulatory Technical Standards (RTS)

do not specifically mention APls, most banking technology
professionals assume that APls will be the technological
means used fo allow banks to comply with the regulation. In
the UK, for instance, the Competition and Markets Authority
2016 report explicitly recommends the use of REST APIs for
open banking. PSD2 RTS do however mention ISO20022
message formats as a financial messaging standard for

communication (dedicated interfaces) between banks.

The real challenge is to create standards
for banking APIs in terms of definition,
nomenclature, access protocols and

authentication.

José Manuel de la Chica, Product

Manager & Platform Evangelist ot BBVA
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Implications of Open Banking

and PSD2 on Banks

It is widely believed that banks face the risk of being
disintermediated by third parties under PSD2. 92% of
respondents in a recent Markefforce survey expected
financial services porfals (AISPs) to emerge by 2026, and
only 29% of these would be owned by banks. Accenture
predicts a 43% reduction in payments going through banks;
1in 10 credit card and 1 in 3 debit card transactions will

move fo a PISP by 2020°.

However, compared fo their non-traditional competitors,
banks still possess the critical 3C's — customers, compliance
and capital, and still hold customers” trust. According to
Accenture’s PSD2 UKI Banking Customer Survey, 76% of
respondents preferred banks to be their PISP provider and
65% to be their AISP provider. 70% would not trust a third

party as much as a bank with their dato.

Figure 5: How banks respond to PSD2

Open

ey

Level 3: Become an
AISP and/or PISP

Moreover, when third parties such as fintechs or fechnology
players start connecting directly with payment networks,
infrastructure and sysfems, they enter a highly structured and
procedural world, and risk losing their agility advantage.
Therefore, PSD2 provides banks with a unique opportunity,

should they choose to exploit it.

Many Tier 1 and Tier 2 banks have stated that they are
keen to become AlISPs and PISPs themselves. In the FIS/
Finextra survey 2015, 65% respondents said they want to
create their own app store with PSD2's access requirements
as the launching pad.

7%

agreed that PSD2 offers banks the opportunity

to become a third-party provider.

Build analytics-driven
banking-as-a-service platforms

(B2B and B2C)

By using insights from own and 3
parties products and services to
provide value-added services to
customers

Provide access and charge for

additional data beyond PSD2

Level 1:

Be compliant

Provide required access
to account and payment
data to 3 parties

N.B.A. Bank can select any of the levels based on their strategy; none is a pre-requisite for the other.

5 Accenture Payments: Consumers’ inifial reactions to the new services enabled by PSD2 2016.
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We at Temenos believe banks can respond to
PSD2 in three ways:

Level 1 - Be Compliant

Banks provide access to account and payment data as
required by law fo third parties via both APls and ISO
messages, fulfil transparency requirements by providing
required payment information fo the payer both before
and after the transaction, support one leg fransactions
where one PSP is outside of the EU/EEA, and support the
security and authentication standards provided by the
European Banking Association (EBA|. Banks that decide
to merely comply, are in danger of becoming a utility
while the customer experience could be owned by the
third parties.

Level 2 - Monetise Access

Banks provide access to additional data and insight beyond
what is stipulated by PSD2 and charge for it, creating

new revenue streams e.g., non-payment account data for
loans, mortgages or savings, standing orders, direct debit
mandates. The data could also be provided more frequently
af an additional charge e.g., balance updates for cash
management provided hourly or each time the balance
changes. Banks are sfill in danger of being disintermediated
by third-parties.

Banks following a level 2 PSD2 strategy can optionally
create APl marketplaces where APl providers can publish
open APls that can be accessed and consumed by

third parties, whether developers, peerto-peer lenders,
aggregator sites, accounting software providers, telecoms,
utilities or even governments.

Level 3-Become an AISP or PSP

Banks become either an account information provider or a
payments initiation service provider using insights from own
and third party sources to provide additional value-added
services fo customers. In addition to providing financial
services, banks take on the new roles of becoming access
facilitators or distributors of third party products and services
fo their own customers, value aggregators of own and third-
party products and services, and advice providers based
on a 360 lifetime view of the customer. The availability and
fransparency of information from third parties in addition

fo the vast customer data they themselves hold, will enable
banks to use the power of predictive analytics fo fruly
differentiate their offers versus non-raditional competition.

Nordea

In order to capitalise on PSD2, Nordea has
established a site for developers who wish to
experiment with the bank’s open banking concept in
a quest to become the “go-fo hub” for banking APIs in
the Nordics.

States the bank: “We see this as an opportunity to
embrace the changing Financial Services landscape.
Our goal is to strengthen our collaboration with
finfechs and go beyond the PSD2 regulation by
providing premium APIs which fit our customers’
needs. The first two APIs out of the hatch will include
a payment inifiation APl for integration with third party
provider applications (PIS), and a payment account

information API (AIS).”

In February, Nordea set up a site where third party
developers could register and request access to a
soon-to-be-released sandbox environment for fesfing
prior fo live production. Within 3 days of going live,
the site had registered more than 300 signuprequests
from interested software companies and developers
around the world.

ABN-AMRO
4

ABN Amro is seeking fo be a first mover in the post
PSD2 world of open banking. To this end, the bank
is building a modem open APlbased architecture.

In anticipation of PSD2's account information service
requirement, ABN Amro has already launched
Gradefix, a new risk-as-a-service that uses transaction
data to perform analyses and risk assessments for
clients. The analyses offer consumers and SMEs a
comprehensive and personalized overview of their

financial situation. In future, ABN Amro is preparing to

be both an AISP and a PISP, so they continue fo own
the primary customer relationship with new value-
added services.
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Technology Implications

Opening up access to customer data and facilitating
third-party payment initiation poses significant technology
challenges. The biggest concern is security, which the PSD2
Regulatory Technical Standards (RTS) aim to address via the
requirement for strong (2-factor] customer authentication and
secure exchange of customer and financial data between
organizations over the infernet. While the RTS are being
finalized, banks have to collaborate on a secure framework
fo facilitate the open access by January 2018. When banks
open up for data access to third parties, the volume of
queries on the customer and fransactions data they own, is
expected o increase several fold.

For incumbent European banks, many of whom have
legacy-based [T architectures, providing the enhanced
security and authentication as well as the ability to scale to
the expected rise in query volumes and to respond fo third-
party requesfs in acceptable fimeframes in order to ensure
a good experience for the end-customer, will be a costly
and complex exercise. Bafch processing in many systems
will impede the realtime requirements of PSD2 and open
banking. Moreover the complexity of multiple inferfaces and
systems makes it difficult to extract the data required for the
open APls and messages that the industry has agreed will
be the best way forward to implement open access.

i Real time &
L 4/7

PSD2 also cements the need for banks to make systems
available 24x7 and provide realtime access. Without this
capability, banks will struggle to provide accurate balances
and support realtime 24x7 payment execution for the end-
customers of third-parties.

R —

_______________________________
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Temenos Response to

Open Banking and PSD2

Temenos provides a fully infegrated frontfo-back AP-based solution architecture that will enable all three levels of response.

The Temenos Solution Architecture will help banks to not only comply but to implement a strong APl-based framework

that will capitalize on the investment required for the regulation per se. This architecture fully corresponds fo the commonly

accepted industry definition of an APlbased fechnology platform for open banking.

Figure 7: Temenos APl-based Solution Architecture:

APlbased Platform for Banking

___________________________________________________

APl-based Solution Architecture

___________________________________________________

@ APl layer

= Aggregated data

'@]\ Back-end

___________________________________________________

Customer

TPls

Temenos
Channels

APl Gateway

Temenos APls
(Inferaction Framework and APl designer)

Temenos Front Office
Aggregation

Temenos Core External | | External
Banking System System

___________________________________________________

Temenos Core Banking provides complete end-+o-end processing capabilities across refail, private and corporate banking

using common core components. The Temenos Front Office product family supports aggregation of custfomer information.

The Temenos PSD2 APIs enable aggregation of account balances and account movements on to the Front office

components, allowing customers to view their accounts, balances and transaction summary via the Temenos Channels.

This aggregated data is used throughout the Temenos sfack (which also includes Temenos Analytics and Temenos Risk

and Compliance solutions] to generate insights using embedded analytics. For instance, it is accessed by various front

office applications to provide a 360 view of the custfomer and to provide reaHime markefing and campaign management

capability and by back office applications like the product builder to provide product profitability.
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The Temenos Front Office modules inferact Figure 8: Temenos Solution Architecture

with channels via the Temenos APls. To enable

interaction of Temenos Front office solutions with Mobile Internet Call Center Branch Ag”' ATM AP
.
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v
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Platform Framework

enables simpler and easy access to the capabilities in the Front and Back Offices
from the Channels and also for third parties via APls.

— ‘ 17 Temenos
| Integration Framework

provides easier B2B integration capabilities through messages.

Temenos
Data Framework

Separates reporting data from the more volatile transactional data and persists in

column store tables for faster queries and near realime distribution to the analytics
and reporting solutions.

Temenos Component framework helps build the record keeping capability within Temenos. Temenos Design framework
enables customisation and configuration to the core banking and payments applications. Temenos Platform framework

enables middleware and database independence. w TEMENOS | 5




The Temenos Solution Architecture addresses all the key
technological challenges posed by open banking and PSD2.

Security

Open banking and PSD2 place stringent new security

demands on banks in terms of authentication, authorization,
access confrol and nonrepudiation. APls are entry points
into the bank'’s systems from and fo the outside world.
Therefore, a multi-level security framework is required

fo be in place to stop potential external cyber-attacks

and unauthorized access. Even if one layer of security is
breached, the bank's data must not be compromised.

Firstly, APl exposure is limited to authorized entities only.
Then, mutual authentication is required between the bank
and the third party without the customer login credentials
being shared with the third party — digital cerfificates are a
way to ensure that both parties trust each other. OAuth 2.0
is one of the sfrongest authorization frameworks. Thirdly, the
customer must consent fo share information with the third
parties before banks can share customer data. The customer
can give this consent directly to the third party. VWhen API
requests are received by the bank, granular access control
needs to be in place to ensure that third parties are given
access only to the specific information that they have been
authorized for.

Temenos provides OpenlD connectbased authentication
support with third-party identity verification providers such
as HID Global. Temenos promotes OAuth 2.0 and partners
with a number of APl gateway providers who support

OAuth 2.0.

In the Temenos solution, when the consent comes with

the account access request, it is recorded as an access
right granted to the customer. The external user permission
module holds the channel or third party identifier and the
permission fo access the specific data through that specific
channel for a specific validity period. The bank can then
issue a foken for the third party fo access the account
without having to re-issue the token for every subsequent
request in the same session. Thus, each time data is
accessed, full access control is exercised at run time.
Moreover, the request for access as well as response is
logged in defail.

For AISPs, banks must provide ongoing access to account
information where authorized i.e. even when the customer is
not signed on. Temenos provides this account information in
the form of ‘push’ messages (in the ‘camt’ message format)
to the AISPs via B2B gateways.

Non-repudiation is a key requirement for open access i.e.
banks must be able to demonstrate the authenticity of the
messages or requests received from third parties so that they
can prove that the message was received by the known
authenticated third party. The APl gateways would provide
nonrepudiation.

In summary, the Temenos solution comes with the required
components and tools as well as with partner solutions to
provide sfrong authentication, authorization, access control
and nonrepudiation services.

Figure 9: Authentication and authorization flow between the third party provider and the bank
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Provision of open APIs and
ISO-based messages

<

Temenos provides a complete set of open APls for Xs2A

(Access to Account]. This includes providing access to basic
account information, the available balance on the account and
basic transaction summary, validating and accepting payment
orders on an account, calculating the cost of executing the
payment [charges, exchange rafes and payment execution
fimes), providing payment sfatus and accepting cancellation of
payment orders.

In addition to the Xs2A APls, Temenos will also publish sets of
APIs for the Retail, Corporate and Weadlth product suites so that
banks can exchange data across all banking products serviced
by Temenos Core Banking. These APls will provide defails

of standing instructions, direct debits and beneficiary details,
creation and maintenance of corporate users, corporate group
structures, negotiating exchange rafes with the bank, viewing
portfolio performance and inifiating orders.

Temenos provides banks with the ability to extend and
customize the pre-delivered APIs and fo design and publish
banks-specific APIs using the Temenos Interaction framework
designtime tooling®.

Temenos also provides ISO compliant message equivalents of
the above-mentioned APIs using pain 001/ pain” 002 and
camf® messages fo perform payment inifiation services and
account information exchange respectively to meet the PSD2
requirements. These messages can be exchanged with third
parties (both PISPs and AISPs) through the bank's B2B gateway.

Real-time availability of systems
providing the data and processing
payments

The Temenos core banking and payments solutions are fully
non-stop 24x/. The Payments solution provides a realtime
payments framework that accepts and executes payment
orders in the order of seconds. These systems are highly
available and have the ability fo receive and process
queries and valid transactions any time.

0 Scalability

6\1, and Performance

The Temenos Data Framework allows banks fo scale to
higher query volumes and respond fo requests by third parties
in acceptable fimeframes. Non-volatile reporting data is
replicated in nearreal fime from the core banking sysfem into
a reporting database which stores data in columns rather than
traditional rows. As a result, data is retrieved several times
faster from the reporting database. Additional APls to read’
customer accounts, balances and transactions will access
data from the reporting database rather than the operational
database (of the core banking solution).

6 Temenos uses the Interaction Framework to build internal APIs for its
own products
7 Payment initiation messages

8 Payments clearing and sefflement messages




Figure 10: Temenos Level 1 PSD2 Solution
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= Message-based APls

The Temenos PSD2 solution for Level 1 fully supports

Xs2A and enable third-party payment initiation services.
Account information flows between the bank and an AISP is
implemented through REST APIs (when the cusfomer is logged
into the AISP channels), through ‘camt’ messages sent via the
bank's B2B Gateway whenever there are balance changes
and four times daily as recommended by PSD2. Payment
flows between the bank and the PISP are supported via REST
APls as well as ISO 20022 message-based APls per the
PSD2 Regulatory Technical Standards. Payment messages are
sent as ‘pacs’ messages via the B2B Gateway fo clearing
and seftlement networks such as SEPA or instant payments.

Regarding security, the Consent Control module within
Temenos Core Banking records and verifies whether the
customer has given consent to the third-party, what data

can be shared and for what duration. As explained earlier,
authentication, authorisation, access control and non-
repudiation are mandatory requirements for PSD2 which are
fully supported in the Temenos solution and partner solutions for
identity management and APl Gateways.
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Transparency requirements for PSD2 are handled by
‘pain 002" messages or as REST APls sent to the PISP,
containing fees, rates and execution times fo be applied
when the request is received and the actual fees and
rates approved by the customer after the payment is
execufed. All Temenos payment flows are compliant with
SEPA instant payments.

Oneleg fransactions are identified by the Temenos
Payments solution using the beneficiary/ordering
institution country (BIC). Banks can configure the credit
or debit value date of the payment depending on the
currency of the payment and the beneficiary,/ordering
country of the oneleg transaction. In addition, currency
and clearing holidays can be configured to sef the
correct current value dafes.
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Temenos Level 2 PSD2 Solution:

To monetize data access and fo support their open banking
inifiatives beyond Level 1 PSD2 compliance, banks will
require many more APls across various banking products.

The 2018 Temenos product roadmap will include a Level

2 PSD2 solufion. This will comprise the publication of an
extensive set of APls across the retail, wealth and corporate
domains that banks can use offtheshelf. Examples include
basic customer information, account information, standing
instructions, beneficiaries, direct debits, loans, deposits,
mortgages, account movements, FX orders and negofiation of
exchange rafes.

As stated earlier, Temenos provides banks with the ability to
extend and customize the pre-delivered APls and to design
and publish banks-specific APIs via the Inferaction framework
design-time tooling.

All APls published by Temenos are based on REST
architecture that prescribes rules for exchanging data
between systems over the internet via HTTP protocal in
accordance with prescribed standards such as the UK's
Open Banking Inifiative. The Temenos REST APIs will provide
access to data and represent data as ‘resources’ in self-
describing links using machine readable JSON format.

Figure 11: Temenos Level 2 solution
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All Temenos APIs will be fully supported and profected
through system upgrades i.e. new AP versions will be
released when new system features are enabled so that
banks have the option fo select the new features as and
when they require.

Temenos supports access to both open and shared data.
Open data is dafa that anyone can access, use and share
such as financial product information published by banks.
Shared dafa is data that can only be shared with specific
third parties that an individual or legal entity has provided
consent to.

For banks that want to build APl marketplaces, Temenos

will provide the technology to build an APl Developer

Portal — a sign-up and selfservice tool fo target, assist and
govem the community of developers who consume the open
APls. Consumers of APls include mobile apps, third-party
websites, chat bots and digital assistants. Fullifecycle API
Management will also be provided to aid the planning,
design, implementation, publication, operation, consumption,
maintenance and retirement of APls. This includes the API
developer portal as well as runtime management and
analytics. Finally, monetization capabilities would be
optionally available that include subscription, billing and user
management.
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Temenos Level 3 PSD2 Solution:

*
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[] Temenos Solution

The Temenos stack enables banks to become AISPs and PISPs.
The Temenos 2018 product roadmap will contain a Level 3
PSD2 solution comprising several Front Office components

in order fo capture custfomer and account information across
multiple banks or financial services providers, and infegrate
with third party applications to receive the required information
via APls or messages. Apart from the basic services that

the AISPs or PISPs will provide, the real value-add lies in the
underlying data they possess about the end-customer and their
behavior. This data can be collected, mined and analyzed
using Temenos Analytics o create additional value-added
services such as multi-bank Personal Financial Management
(PFM\, price comparison or the execution of payments

instantly without having fo go through clearing and seftlement
mechanisms o move funds between banks that are already
connected to the payment initiation service provider.
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v Exchange
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[ Temenos Framework

= Message-based APls = RESTful APIs

As with all Temenos software, the Temenos Llevel 3 PSD2
solution will be available on premise and on the cloud. The
cloud offering will be a platform-as-a-service offering a tumnkey
solution comprising the entire Temenos stack as well as the
APl Gateway, the B2B Gateway, a solution for identity and
access management and adapters to infegrate fo third party
core banking systems. This will be a secure, scalable and
agile platform offering a wide range of additional plug-and-
play services from trusted third party providers so that banks
can further leverage their data assets and achieve deeper
and better engagement with their end-customers.

\" TEMENOS | 2

Beyond PSD2: the Emergence
of Plattorms in Banking

The EBA Open Banking report” mentions that open banking
and PSD2 will lead to the eventual creation of banking
platform business models Platforms generate value by
facilitating the exchange, provision and delivery of financial
products and services between multiple suppliers and
consumers, leading to improved customer experience,
innovation and growth. Open APIs have a network
multiplier effect by expanding the number of products and

services that can be created and consumed. All platform
value propositions are predicated on the advanced
analytics capability that the platforms own and provide to
all parties.

APlbased plug-and-play technology architectures in
banking can support different platform business models —
manufacturers, distributors or B2B platforms (See Figure 2).

Figure 13: Example of a B2B Banking as a service platform
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In the same way as open banking is expected to bring
platform benefits to consumers and financial services
providers alike, the Temenos offering will bring platform
benéfits to the providers of financial services software.

It will facilitate collaboration between banks and third
parties, allowing any financial services provider, whether
a distributor, a manufacturer or a platform, fo offer a rich,
personalised experience for the end-customer. Temenos will
be a feature-rich, secure and scalable platform offering
both Front Office and Back Office as a service. The Front
Office platform as a service will include an open product
catalogue that records all banking and financial products

@ EBA Open Banking Advancing Cusfomer Centricity March 2017 Analysis

that can be sold to customers as well as advanced data
aggregation and analytics on the customer’s profile,
profitability, current holdings and behaviour, mined in real-
time to reveal new insights. These in turn will lead to more
personalised and proactive product recommendations, more
targeted customer segmentation, enhanced fraud detection.

The Back Office platform as a service will provide
advanced product configuration and servicing capabilities
that allow seamless integration with third party products,
as well as realtime straightthrough processing and risk
management.
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By providing an imegrote!, realtime yet open ar
that allow banks to collaborate with multiple partner

flexibly and seamlessly by exposing and consuming o
APls, we want to ensure that technology not only does n
consirain banks’ desired business model but gives them a
advantage over their competitors who are either grappling
with the cost and complexity of legacy-based architectures
or working with unproven yeto-scale APHbased core
banking capability.

At Temenos, we want to
give our banking clients the
greatest flexibility, whichever
strategic option they choose.
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